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In order to set up the two-factor authentication (hereinafter 2FA) for the first time or add a
new authentication method, you have to log in to your Office365 account by visiting the
following web:

https://virtual.urv.cat

UNIVERSITAT
ROVIRA | VIRGILI

Sign in

The username is your NIF/NIE/passport with domain
@epp.urvicat Example: 12345678-P@epp.ury.cat

@, sign-in options

You have to sign in by inputting your username followed by the domain @epp.urv.cat, as
indicated.

wumvfwm
ROVIRA I VIRGILL

& UDB0U00D4@eppurv.cat
Enter password
Password

Forgat my password

The username s your NIF/NIE/passport with domain
@eppuurv.cat. Example: 12345678-P@epp.urv.cat



https://virtual.urv.cat/

If you want to add a method, or if 2FA has not been activated in your account but you want to
set it up in order to have it ready when 2FA is activated, log in and click on the user icon in the
top right-hand corner of the screen. Then click on “View account”.
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URV Sign out

Usuari 4 Proves Nii...

[ U | u000UO004@epp.urv.cat
Wiew account

_ Switch organization
\ ,.g‘ﬂ_'_j. Sign in with a different account

You have to go to the “Security info” section.
Sign-ns & 7 w;w
Security info

These are the methods you use 1o Sign into your account or reset your password.

You're using the most advisable sign-in method where it applies.

[=] Password Last updated Change

Only one method "Password" will appear. This method represents your password. Note: If you
want to change the password to access all the Digital Services of the University, you have to do
it inside the Change Password application: https://oim.urv.cat/

IMPORTANT:

- If you have ever set up a method, you will be required to use it at this point. If you
have set up a mobile phone or a landline, please choose the defined method and
follow the instructions.

If there is a phone number and you do not recognise it, please stop, contact the SAU
(user service) and tell them what you are doing:

o Web application: (https://sau.urv.cat/)
o Email: cau@urv.cat.

- The mobile phone or landline numbers entered in this section are used solely for
setting up the 2FA at the URV.

Adding a method

The URV recommends adding more than one 2FA method in the following order of priority:


https://sau.urv.cat/
mailto:cau@urv.cat

- Authentication application on the mobile phone (preferred method)
o Microsoft Authenticator

- Desktop application (TOTP generator)
o 2fast (Windows) / KeePassXC (Mac)

- Mobile phone number (SMS) / Landline
o Warning: As from October 2023, Microsoft allows SMS or phone as an
alternative method, which means that users are required to set up one of the
two previous methods.

Please be aware that it is crucial to set up more than one method. So, for example, if one day
the mobile phone application is not working (or you have forgotten or lost your phone), you
will still be able to log in with 2FA through a desktop application, an SMS or a call to a landline.

Warning: If you do not have methods for a two-factor authentication you will not be allowed
to access the application.

Click on “Add sign-in method” to add a new method.
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] mysignins.mi

Lometcu | My Sign-Ins P @

2 Ovenview Security info

These are the methods you use to sign into your account or reset your password.
£, Security info

You're using the most advisable sign-in method where it applies.
I Sorvinmethos when ot sl & vl M s Asrngesor - stsion

@ Password -+ Add sign-in method

’ Last updated: -
) Settings & Privacy Lost device? Sign out everywhere

0 Recent activity

You are then prompted to choose a method from the drop-down menu.

Add a method

Which method would you like to add?

Choose 2 method

Authenticator app
Phone

Alternate phone

Office phone




Adding the desktop application method (TOTP generator)

This method consists of having the 2FA application installed on our computer.

WARNING: If you do not have access to the computer, you will not be able to authenticate
with 2FA.

Installing in Azure domain computers (log in with epp.urv.cat)

Please follow the steps below to install the application:

From the Start menu, open the application “Company portal”.

URV

Todo Escuela  Aplicaciones Documentos ~ Web Mas ¥

Mejor coincidencia

B Portal de empresa ol
Aplicacion ~
Buscar en la escuela y en la web
Portal de empresa

AR portal del empleado - Ver los Aplicacion
resultados de la escuela y de la web

portal .
O Abrir
portal la caixa . . W
&" Sincronizar este dispositivo
portal aplicaciones
portal atri
portal del federat

portal de centre
URYV - Resultados
Azure Portal
Office Online

Carpetas (2+)

L portal

Go to the “Apps” section and select “2fast — Two Factor Authenticator”.



Portal de empresa

Universitat Rovira i Virgili
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2fast — Two Factor
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Choose “Install”.

‘ Buscar aplicaciones £ 2fast - Two Factor Authenticator Ll
@ Inicio @ Jan Philipp Weber

G Productividad
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{@ Ayuday soporte técnico
2fast (acronym for two factor authenticator supporting TOTP) is a free, open source, two factor authenticator for Windows with the

Now the application is installed and available from “Start” -> “2fast — two factor
authenticator”.
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Installing on personal computers or with the PAS/PDI domains

Please follow the steps indicated below to install the application:
Open Microsoft Store by clicking on Start -> Microsoft Store and then search for “2fast”.

Select “2fast — Two Factor Authenticator”.

B Microsoft Store fast el
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Click on “Get”.



& E Mirosoft Siore Bfast

| N Captures de pantalla
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2fast — Two Factor
Authenticator
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2fast (acronym for “twa factor authenticator supparting TOTP") is a free, open source two factor authenticator (currently far Windows). with the ability
ta store sensitive two factor authentication accounts enerypted in a locaticn of your ehoice, rather than in a third party cloud
Features
o :
 Every data is stored in one single encrypted file
fes - Encrypted with AES using a password-based key by PBKDF2
. ) Possibility to send the data file to your colleges and fiiends to securely share logins
6} PEGI3 [ - Easy backup & restore in one single file

Hpsts

The application is now installed and you can open it by going to “Start” -> “2fast — two factor
authenticator”.
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Application settings

Once the application is installed, please open it.

If you are opening it for the first time, the application will require you to create a data file that
must be password-protected.

After completing the previous step, go to your Office365 account (see Adding a method) and
select the option “Authenticator app” on the web.

Add a method X

Which method would you like to add?

‘ Authenticator app e

Iﬂsuthenticamr app

Fhone

Alternate phone

Ciffice phone

This procedure is very similar to the one used to add Microsoft Authenticator, but in this case,
instead of clicking on “Next”, you have to click on “l want to use a different authenticator app”.

Microsoft Authenticator X

Start by getting the app
On your phone, install the Microsoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, choose "MNext".

| want to use a different authenticator app

Then you will see the QR code that you have to scan with the computer application.



Authenticator app X

Scan the QR code

Use the authenticator app to scan the QR code. This will connect your authenticator app with your
account.

After you scan the OR code, choose "Next".

Can't scan image?

oo |

Now you have to open the desktop application that you have just installed:

- Select: “Add account”.

- Inthe “Input type” menu, select “Scan Key-QR-code”.

- Within the next five seconds you have to use the mouse to select the area where the
QR code is.

- If everything goes well, your account will have been added to the application.

Now it is ready.

Security info

These are the methods you use to sign into your account or reset your password.

You're using the most advisable sign-in method where it applies.

Sign-in methed when most advisable is unavailable: Microsoft Authenticator - notification Change

-+ Add sign-in method

E Password Last updated: Change
3 years ago
D Authenticator app o
Time-based ane-time password (TOTP}
& Microsoft Authenticator
& Push multi-factor authentication (MFA) SM-AS0SFN Delete

Lost device? Sign out everywhere
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